Privacy That Works
for Everyone

Google’s approach to privacy

CIPS Panel Discussion - 20 April 2020
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| THE PRIVACY PROJECT

Googles Sundar Pichai: Privacy

Should Not Be a Luxury Good

Yes, we use data to make products more helpful for everyone.

But we also protect your information.
Text

By Sundar Pichai
Mr. Pichai is the chief executive of Google.
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https://www.nytimes.com/2019/05/07/opinion/google-sundar-pichai-privacy.html

Google Account

Privacy & Security Checkup

Google

Google Account § LA@T

& Privacy Checkup

3. Manage your Google Photos settings

You can auto-group your photos by matching faces to make
it easier to search, manage, and share your photos.

Group similar faces o

Auto group photos by matching faces to better search,
manage, and share. Learn more &

Remove geo location in items shared by link )

Affects items shared by link but not by other means.
Learn more @&

NEXT

Google Account Q 4@

< Privacy Checkup

Welcome,
Choose the privacy settings that are right for you

Review and adjust what data Google uses to personalize
your experience, and update what information you share with
friends or make public.

START NOW

Google Account

Security Checkup

No issues found

0 Your devices
1 signed-in device

0 Recent security events
13 recent events

o 2-Step Verification
2-Step Verification is on

° Third-party access
1 app with access to your data
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Google Account

Ad Settings

Ad Settings gives users transparency and control

over the information that Google uses to show

them ads.
e  Accessible through Google Account settings
e  Simple opt-out switch
e  Granular controls for advertising factors
e  Every hour of every day, an average of over

Google

30,000 people visit their Ad Settings controls.

= Google Ad Settings El 3

Ad personalization <« Google Ad Settings. (5]
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uuuuuuu Ad personalization
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Google Account

Download your data

Gives users control of the content stored in Gorgenccnm Poaa

« Google Takeout

their Google Account, including the flexibility pom s s

to download it and take it to another provider.

Google Account E

You can:

& Google Takeout

¥ Select data to include

e Download the content you want

e  Store an archive of your data wherever
you choose

e  Select specific data and formats
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Google Account

Auto Delete

e In addition to manually deleting their data at
any time, users can set a time limit for how
long to store some data in their account

e Set alimit on saving activity data for 3 or 18
months. Any data older than that will be
automatically deleted

e  Currently available for Web & App Activity,
Location History, and YouTube History, with
more settings coming soon!

Google

= Google My Activity

Bundle view

+  Filter by date & product

N s e )

Web & App Activity

cludes the th

© Web & App Activity s on

omm LY
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Choose how long to keep your

Web & App Activity

How long s right for you?
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Google Maps

Incognito mode v

= Searchhere ) L,ns’,
First launched with Chrome in 2008, we are bringing S BlersanPark”
Incognito mode to Google Maps Q N |Ferry Buiding

% Marketplace 9
()
n

%
Embarcadero %5,
ro

Center
L] Autodesk Gallery Boulevard

°

srmia St

Embarcadero o‘\%\
®  When you turn on Incognito mode in Maps, your - W ®
>
Maps activity on that device, like the places you oot | ® Yw&%‘g
search for, won't be saved to your Google Account
and won't be used to personalize your Maps o Q L
experience.

Explore Embarcadero
®  You can easily turn on or off Incognito mode by

selecting it from the menu that appears when you m @ °

tap your pr0ﬁ|e phO'[O, Restaurants Coffee Events More
. i . . A\ AL/ ATTTSER
L Incognito Mode is also available in Chrome, [0) &
Explore Commute For You

YouTube, Search in iOS.
< © [ ]
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Framework for personal data protection

S CO p e Clear & reasonable definition of personal data

User consent, disclosure, and informed choices

Balance between the significance of harms,

I Ia rl I lS measures and consequences

See our recommended framework for personal data protection
https://www.blog.google/outreach-initiatives/public-policy/proposing-framework-data-protection-legislation/
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Privacy-first solutions at crisis times

Community Mobility Reports

® By s¢ ting the Download PDF button, you agree to Googl

Search by country or region

Afghanistan

Angola

Antigua and Barbuda

Argentina L3
Aruba

Australia

Austria

Google

[«

[«

[«

[«

[«

[«

Download PDF

Download PDF

Download PDF

Download PDF

Download PDF

Download PDF

Download PDF

Google

Retail & recreation
Louisiana March 29, 2020 +80%

Mobility changes -_ 4 5 % Basaline —/\"\W\\A‘\
’ 40%
. 8¢

compared to baseline
Grocery & pharmacy

-16% - tn

compared to baseline 80%

Showcasing movement trends over time by geography, across
different categories of places such as retail and recreation,
groceries and pharmacies, parks, transit stations, workplaces,
and residential

Using aggregated, anonymized data showing how busy certain
types of places are - as commonly found in GMaps
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safety.google

e Aninformational site which demonstrates b
how we are helping make the Internet safer el Conter iy e e
° The site contains 3 sections of privacy: . "
Making technology for everyone means
o  How we are making it easy to understand protecting everyone who uses it.
what data we use and why Googfe was founded on the belif that everything we o should always respect the user. As he

Internet evolves, this means continuously advancing our security technologies and privacy tools to

help keep you and your family safe online,

o  Privacy controls you have to choose
the settings that are right for you

o How we use data for more relevant ads,
but never sell your personal information to

anyone
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