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CUCTEMH YTIPABJIIHHA

VIIK 004.056

bapuoin O.1.

METO/IOJIOI'ISI TECTYBAHHSI HA TIPOHUKHEHHS BEB-CAUTY 3AKJIALY
BUIIIOI OCBITH

Y cmammi pozenanymo npobnemy koumponoeantsa akocmi Kibepzaxucmy eeb-caumy 3axKiaoy
BUWOT  OCBIMU, BUKOPUCMOBYIOYU MEXHONI02li mecmyeaHus Ha npoHukuwenusa. Ha ocHosi
AHANI3Y8AHHS CYUACHUX MEMOOO0I02IU MeCmy8aH s HA NPOHUKHEHHS 3aNPONOHOB8AHO MEMO00.102i10,
KA CKIAO0AEMbCA 3 MPbOX emania (nepuiuii — 30upauts inpopmayii ma it ananizysauHs, opyauii —
MecmyeanHs KepyeanHs KOH@Ieypayielo ma mecmy8anHs KepyeaHHs ceciamu, mpemil —
36imy6aHHs U NepesedeHHs Cucmemu 8 Nouamkosuti cmar). Pezynomamu Oocnioocens wooo
Munogux 8pasiueocmell 0jisi geO-camis ynisepcumemis Ykpainu 0anu smocy oomedncumu MoNCiugy
NOBEPXHIO amaxu, wjo NPUUEUOUUMb NOULYK MA AHANIZY8AHHS 8PA3IUEOCHEll HA NePpUIOMY emani
3aNnpPONOHOBAHOT MEMOO0I02I].

Knrouoei cnosa: mecmysanmns na nponuxuenus, eeo-catim, OWASP, OWASP ZAP.

ITocTaHoBKa MpPo0JieMH B 3arajibHOMY BHIVISIAI Ta (OPMYJIIOBAHHA METH

VY cywyacHOMy CBiTi OimbOIICTE cepBiciB Ta iH(OpMaIii, 3 SKOK KOHTAKTYE CIIOKHBAY,
CKOHIICHTPOBAaHO Ha BeO-caiiTi yctaHoBH. B ymoBax KOHKypeHTHOi OOpOoThOM MiX 3aKiIagaMu
BUIIOI OCBITH NMUTAHHS SIKOCTI Be0-CATy 3 TOYKH 30py 3a0€3MEeUCHHS HOTO KiOep3axucTy HaOyBae
Bce Ounpmioro 3HaueHHs. OpHieo 3 BimomMux (GopM Ui OLIHIOBaHHS CTaHy KiOepOe3meku Ta
3MEHIIICHHS PU3UKIB KIOepOe3NeKu € TECTYBaHHS Ha TPOHUKHEHHs (penetration testing abo pentest).
TecTtyBaHHS Ha NPOHUKHEHHS — 1€ KOHTPOJbOBAHUM EKCIIEPUMEHT 3 METOI0 NPOHUKHEHHS B
cucrteMy abo Mepexy Ui BUSBIECHHS BpasnuBoctel [1]. TecTyBaHHS Ha MPOHUKHEHHS 3aCTOCOBYE
Ti cami METOJIH, sIKI BUKOPUCTOBYIOTh Y pa3i 3BHUAHOT0 Hamajdy 3J0BMHUCHUKA. Takuil miaxia gae
MOJKJIMBICTh BUKOPHCTOBYBATH BIANOBIJHI 3aXOJIW JJIi YCYHEHHS Bpa3jMBOCTEH, MepHl HDK iX
BUBYATh HEABTOPU30BaHI1 OCOOH.

VY mpaui [2] 3a3Ha4eHO Taki YOTUPU OCHOBHI MPOOJIEMHI HAINPSIMU JOCHIIIKEHb, OB’ sA3aHl 3
TECTYBaHHSIM Ha MPOHUKHEHHS:

1) OCHOBHI IHCTPYMEHTH, III0 iX BUKOPHCTOBYIOTh JIJIsl TECTYBAaHHS HA MPOHUKHEHHST,

2) clieHapii aTak;

3) MeTo010Tii it cTaHIAPTH TECTYBAHHS HAa IPOHUKHEHHS;

4) npoOIeMHI TUTAHH i HATIPSIMU OCITIIKCHb.

Tpeba 3a3HaunTH, 10 IHCTPYMEHTApIIO Ta CLEHapisIM aTak y JiTepaTypl NPUAUIEHO JAOCUTh
Oarato yBaru. 30KkpeMa, MOXHa 3rafaTt Taki myoumikamii, sik [1, 3, 4], y SKUX TOCUTH JOKJIAJIHO
BUKJIQJICHO JIBa MUTaHHS, 3a3HadyeHl Buile. [Ipore came HasBHICTH B YCTAHOBI YITKO OKPECIEHOT
METO/I0JIOTIi TeCTYBaHHS Ha TMPOHUKHEHHS € 3allOPYKOI0 CHCTEMHOTO0 BU3HAUEHHS U Heperismy
PiBHS KiOep3axucTy.

OTxe, BUBHAYECHHS BPA3JIMBOCTEH Ta CKJIAJHMKIB KiOep3axucTy BeO-CalTiB 3aKiaiB BHIIO]
OCBITH Ta X CHCTEMAaTH3allis € AKTYAJbHOK MPOOIEMOIO.

BignosinHo Mera po0OoTH — (QOPMYNIOBaHHA METOAOJIOTI Ha NPOHUKHEHHS, sKa
BpaxoByBaTHMe CcreU(iKy KiOep3axucTy BeO-calTy 3aKJIajiB BUIIOI OCBITH.

VY pamMkax 11i€i MeTH MO>KHa BU3HAUUTH TaKi OCHOBHI 3aB/IaHHS TIpaIli:
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® Ha OCHOBI aHAJII3yBaHHS CYy4aCHMX METOJOJOTiH TecTyBaHHS HAa MPOHWKHEHHS BH3HAYUTH
eTamny, JOCTaTHi JJIs TECTyBaHHS HA IPOHUKHEHHS BeO-CaiTy 3aKiiay BUILOI OCBITH;

 3’5ICyBaTH TUIIM BPA3IMBOCTEH, XapaKTEpHI AJisi BeO-CalTiB yHIBEpCUTETIB YKpaiHu;

® 3aIIPOTIOHYBATH peatizallito Mpolecy TeCTYBaHHS Ha IPOHUKHEHHSI.

AHaJIi3 0CTAHHIX JOCTiIKeHb | myOaikamiii.

3araoM METOJIOJIOTIsl — IIe CXeMa, Ky BUKOPHCTOBYIOTh JJISl JOCSATHEHHS MeTH. BinmmoBa Bin
BUKOPHUCTAHHS METOJOJIOTIi JJii TeCTyBaHHS Ha MPOHUKHEHHS MOKE MPHU3BECTH IO HEMOBHOI'O
BUNIPOOYBaHHS, BUCOKHUX BUTPAT Yacy, HeB/la4 Ta Hee(heKTUBHOCTI TECTyBaHHS [5].

[pynryrouncs Ha npausx [5—11], Moxna copMyBaTu akTyalbHMH HEPETiK Cyd4acHHX i
YHHHUX METOJOJIOTIN TeCTyBaHHsS Ha MPOHUKHEHHS, SKi 3arajioM MOXHAa BHKOPHUCTOBYBATH JIJIS
Be0-3aCTOCYBaHb:

1) Open Source Security Testing Methodology Manual (OSSTMM). Jxkepeno mist
o3HaiomiieHHs: http://www.isecom.org/research/osstmm.html;

2) OWASP testing guide. Jxepeno ISt O3HAMOMJICHHS:
https://www.owasp.org/index.php/OWASP_Testing_Project;

3) Information Systems Security Assessment Framework (ISSAF) JDxkepeno s
o3HallomIieHHS: Www.oissg.org/issaf.html;

4) Penetration Testing Execution Standard (PTES) JDxkepeno mias O3HaHOMJICHHS:
http://www.pentest-standard.org/index.php/PTES_Technical_Guidelines;

5) NIST Special Publication 800-115: Technical Guide to Information Security Testing and
Assessment (NIST SP 800-115). Jlxepeno JUIS 03HAWOMJICHHSI:
http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf.

Cepen meperniueHUX BHILE HA JOKIAAHIMIMNA pO3rIAn 3aciyroBye metogoinoris OWASP
(Open Web Application Security Project). e mosiICHFOETBCSI TUM, IO [T HEMPHOYTKOBA BCECBITHS
opraizaiis 00’eqHye (paxiBLiB y PI3HUX Taly3sAX g pO3pOOJICHHS CTaHAAPTIB O€3MeKH, METOINK
TECTYBaHHs Ta IHCTPYMEHTIB came 3a HampsiMoM BeO-rexHosorid. Tak, y mpami [9] HaBemeHo
pe3ynpTaTé crnpobu chopMyIOBaTH MPOCTY METOJOJIOTII0 TECTyBaHHS HAa MPOHUKHEHHSA, SKa
rpyHtyerbes Ha OWASP Top Ten. Lle cnincok 13 necaTy HaitHeOe3MeuHIINX Ta BUKOPUCTOBYBaHUX
BEKTOPIB aTak Ha Be0-3aCTOCYBaHHS, KM Hapasl CKIAJA€ThCs 3 TaKUX KaTeropii Bpa3iMBOCTEH
[12]:

¢ A1:2017 Injection,

¢ A2:2017 Broken Authentication,

¢ A3:2017 Sensitive Data Exposure,

e A4:2017 XML External Entities (XXE),

¢ A5:2017 Broken Access Control,

e A6:2017 Security Misconfiguration,

e A7:2017 Cross Site Scripting (XSS),

¢ A8:2017 Insecure Deserialization,

¢ A9:2017 Using Components with Known Vulnerabilities,

¢ A10:2017 Insufficient Logging &Monitoring.

[IpoTe pe3ynpTaT pOOOTH MarOTh Hapa3i HEBEIMKUN PiIBEHb aKTyaJbHOCTI i 3aCTOCOBHOCTI 3
nBox mpuunH: cnrcok OWASP Top Ten Biaroml axTyali3oBaHO, a 3arajibHUM XapakTep
3aMpONOHOBAHOI METOOJOriT (PAKTUYHO YHEMOXKIIMBIIOE ONTHUMI3aIlil0 3YCUIb TECTyBAIbHUKA,
OCKUTbKM (AaKTUYHO HE 3MEHIIYe MOXJIMBOI MOBEpXHI aTaku (3arajibHa KUIBKICTH MOXJIMBHUX
BPA3JIMBUX MICIb Y CUCTEMI).

3araJjibHi 0J10’KeHHSA MeTOH0JIOT il

3rigHo 3 [6] 3aranoM METOOJOris TECTyBaHHS Ha MPOHUKHEHHS Ma€ CKIAJaTHUCA 3 TPhOX
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OJIOKIB:

e 30upanHs iHpopMallii Ta ii aHami3yBaHHS;

® IiATOTYBaHHS 710 TECTYBAaHHS Ta MPOBEJACHHS TECTYBaHHS;

® 3BITYBaHHS Ta MEPEBEACHHS CUCTEMHU B IOYATKOBHUI CTaH.

Slk  3a3HadeHO BUIIE, 3a OCHOBY Bi3bMeMo MeTonosiorito OWASP, ska B opurinami
CKJIAJIA€ThCS 3 TakuX erariB [13]:

1) 36upanns indopmarii (Information Gathering);

2) tectyBaHHs KepyBaHHs KoH(pirypariero (Configuration Management Testing);

3) TecryBanHs aBTeHTH(IKaIii (Authentication Testing);

4) TectyBaHHs KepyBaHHs cecisimu (Session Management Testing);

5) TecryBanns aBropu3arii (Authorization Testing).

Jns BeO-caiiTy 3akiiajy BHIOI OCBITH €Tanmu 3 Ta 5 MaloTh HU3BKY 3HAUUMICTh, OCKUIBKU
OLTBIIICTH KOPUCTYBAYiB HE MMOBUHHI OyTH 00OB’S3KOBO 3apeECTPOBAHUMU. 3 OIVISIIY HA 1€ MOYKHA
cOopMyITIOBaTH CHHTETHYHY METOJOJIOTIIO, TOENHABIIM CTPYKTYpY B 3arajbHOMYy BUTJISAL Ta
monupikoany OWASP meropnosnorito:

1) 30upanns iHpopMmariii Ta ii aHaIi3yBaHHS;

2) TeCTyBaHHS KepyBaHHs KOH(]Irypalli€ro Ta TeCTyBaHHS KEPYBaHHS CECIsIMH;

3) 3BiTyBaHHS i MEpPEBEICHHS CUCTEMHU B TIOYATKOBHUII CTaH.

Crneuudgikanisi noBepxHi aTaku

{00 3MEHIIUTH MOXJIMBY MOBEPXHIO aTaKHM Ha eTrami 30upaHHs iH(OpMaIllii, mpoaHatizyeMo
HaWIIOMIMPEHIIII TUIKM Bpa3IUBOCTEH g BeO-CalTiB 3akiajiB BHIIOI OCBITH. [[nsg mboro
BUKOPHCTAEMO 3aCTOCYBaHHS, SIKE TaKOX po3po0iieHo B pamkax mpoekty OWASP, a came OWASP
ZAP. Takuii BuOip OOYMOBJIEHO MPOCTOTOI BUKOPUCTAHHA I 3HAYHOIO MOIIUPEHICTIO ILHOTO
POrpaMHOT0 3abe3nedeHHs cepel] GpaxiBIliB 3 KibepOe3neKu.

Jis mpoBeleHHS eKCIIEPUMEHTY 3 BHU3HAUEHHsS BPA3lIMBOCTEH BeO-CailTiB 3akiajliB BUIIOL
OCBITH OOpaJIv IIICTh YHIBEPCUTETIB:

1) Moneupkuii HarlioHaTbHUHN yHiBepcuTeT iMeHi Bacuist Cryca (Binawuis),

2) Hanionansauii yHiBepcuteT «JIbBiBChKa mositexHikay (JIbBiB),

3) KuiBchkuii monitexHiuHui iHCTUTYT iMeHi Iropst Cikopebkoro (Kuis),

4) XapkiBCbKHIA HAIlIOHAILHHI YHIBEPCUTET PaIioeIeKTpOHIKH (XapKiB),

5) Onecpkuii HallioHANBHIH MONiTeXHIYHKUI yHIBepcuTeT (Ozmeca),

6) Ykpaincekuil katoiuipkuil yHiBepcutet (JIbBIB).

Bubip 00yMOBI€EHO TakMMM YMHHMKAMHU: Teplla MO3MIsl — aJbMa-Marep aBTOpa CTaTTi,
o3Il 3 Jpyroi mo m’sty oOpaHO K OJAHI 3 HAMOUIBIIMX YHIBEPCUTETIB 3a TreorpadiyHuM
OPUHIUIIOM, UOIOCTY TIO3MIII0 BHECEHO SK HaWMNOTYXHIIIMNA TNpeACTaBHUK IMPUBATHOTO
YHIBEPCUTETY.

Pe3ynbTaTu ckaHyBaHHS HaBeJeHO B Tabmuii 1.

Tabnuys 1
Pe3yibTaTi CKaHYBaHHS Be0O-CAlTIiB NPOBIAHKMX 3aKJIA/AIB BHILOI OCBITH YKpaiHu
Tun Bpa3nuBocTi JouHY | JIIT | KIII | XHYPE | OHITY | VKV

1 2 3 4 5 6 7
X-Frame-Options Header Not Set + + + + + +
Absence of Anti-CSRF Tokens + + + + + +
Application Error Disclosure +
Cookie No HttpOnly Flag + + + +
Cookie Without Secure Flag + + +
Cross-Domain JavaScript Source File Inclusion + + + + +
Incomplete or No Cache-control and Pragma N N N N
HTTP Header Set
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1 2 3 4 5 6 7
Information Disclosure - Debug Error +
Messages
Private IP Disclosure + +
Secure Pages Include Mixed Content + + +
Web Browser XSS Protection Not Enabled + + + + + +
X-Content-Type-Options Header Missing + + + + + +

Sxro BBaXKaTH, IO 32 MOJOBUHY YM OLIbIIE BHITAIKIB HASBHOCTI BiAMOBITHOI BPAa3JIMBOCTI
Taka BPa3JIMBICTh € XapaKTEPHOK, MOXKHA 3MEHIIUTH X KO0 (Tadyuiis 2).

Tabnuys 2

3MicT Bpa3MBoOCTeil, sIKi CTAHOBJIATH MOBEPXHIO aTAKHU Il Bed-caiiTy
3aKJIaJly BUIIOI OCBITH

Tun BpaznmuBOCTI

Pusuk
BUKOPHUCTAHHS

Ornuc Bpa3iIuBOCTI

1

2

3

X-Frame-Options Header
Not Set

Cepenniii

CepBep HE TIOBEpPHYB 3arojioBKa IapamMerpiB X-
Frame, e o3Hauae, 1m0 TakoMmy BeO-CalTy MOKe
3arpoxyBatu ataka Tty clickjacking.

Clickjacking (User Interface redress attack, Ul
redress attack, Ul redressing) — tun araku, sKuii
MNpU3BOAUTL 10 HATHCKAHHA KOPUCTYBA4CM IHIIIOrO
00’€eKxTa

Absence of Anti-CSRF
Tokens

Cepenniii

Beb6-101aTOK HE J1a€ 3MOTH Y1 HE MOKE B JIOCTATHIM
Mipi IepeBipUTH, Y OyJ0 HAaBMHUCHO HaJIaHO J00pe
chopMoBaHMi, JIMCHUM, TIOCHIZOBHWMA  3aluT
KOPHCTYBA4YeM, KU TIO/1aB 3aITUT

Cookie No HttpOnly Flag

CepenHniii

Skuo  daitn  cookie BCTaHOBIEHO 3 TMParoOpoM
HttpOnly, BiH Bkazye Opay3epy, 1O JOCTYH M0
¢aitna cookie MoXke 31ICHIOBAaTH TUIBKH CEpBeEp, a
HE CKPUIITH Ha 00111 KJTIEHTa

Cross-Domain JavaScript
Source File Inclusion

CepenHniii

BeO-caiiT immoptye abo MICTHTh BHKOHYBaHY
GyHKIIHHICTh (HanpuKian, 010110TeKy) 3 JKepena,
AK€ MICTUTBCS T03a TependadyBaHol Ccdeporo
KepYBaHHSI

Incomplete or No Cache-
control and Pragma HTTP
Header Set

Cepenniii

Jns kokHOi BeO-CTOPIHKM CaiiT TIOBHMHEH MaTu
BITIOBIIHY TIOJITUKY KEITyBaHHs, SKa BH3HAYA€E
CTYIIHb KEllIyBaHHs CTOPIHKH Ta ii (hopm

Web Browser XSS
Protection Not Enabled

CepenHniii

3aromoBok Bimmosiai HTTP X-XSS-3axucry nae
3Mory BeO-cepBepy BMHKAaTH a00 BHUMHKATH
MexaHi3M 3axucTy XSS Beb-Opaysepa

X-Content-Type-Options
Header Missing

Cepenniii

BincyrtHicth  HanmamrtyBaHp — 3arojioBka Ui
nmapamerpiB Ty X-Content, e o3Havae, 110 BiH
BpaszmuBuil 10 MIME sniffing, mo moxe Oyru
BHKOpHCTaHO [yt ataku Tury Cross-Site Scripting
(XSS). Cross-Site Scripting (XSS) — e Tvn i1’ exiiii,
3a  AKOrO  3JIOBMHCHI  CKpuUNTH  (ClLieHapii)
BIPOBA/DKYIOTh HA HAIiiHI BeO-CaiiTH
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He 3ynunsTHMeMOCS TOKIaTHO HA IIUX BPA3IMBOCTSX, MPOTE 1H(OPMAIIIO HI00 crienudiku
HepesiueHnX BUIIE BPA3IMBOCTEH Ta METOAIB OOpOTHOM 3 HUMH MOXHA Ji3HATUCS, HAIIPUKIA[, HA
pecypci https://cwe.mitre.org/.

IIpouec TecTyBaHHS HA MIPOHUKHEHHS

3 yChOr0 HaBEJCHOTO BUIIE MOKHA 3aIPOIIOHYBATH TaKy CTPYKTYpY MPOLECY TECTYBaHHS Ha
IPOHUKHEHHS BeO-CalTy 3aKialy BUIIOI OCBITH Ha BIAMOBITHHMX eTamax 3alpoIlOHOBAHOI paHimie
meToonorii (puc. 1).

ETAII 1. 30ip indopmartii
e BuOIp BeO-caiity
e HajamTyBaHHs ckanepa OWASP ZAP

A J

ETAII 2. CkanyBaHHs
e BudIp pexumy ckanepa OWASP ZAP
® 3aIyCK CKaHYyBaHHs

y
(ETAII 3. 3BiTyBaHHA

BuOIp Tumy 3BTy OWASP ZAP
NOPIBHAHHA Pe3Y/bTATIB 13
OTPUMAHHUMH paHiie (Micast Jpyroro
KOJ1a TECTYBaHHsA)

\

Pucynok 1. [Ipouec npoBeneHHsI TECTYBaHHS Ha POHUKHEHHS

3a mepmoro ckanyBaHHs mia uyac HajmamTyBaHHI OWASP ZAP Tpeba oOMEXHTH THIH
BPA3JIMBOCTEH /17151 CKAaHYBaHHS B1JIMOBITHO JI0 BUAUIEHHUX BUILE. SIKII0 0JJHY a00 KUIbKa MOKJIMBHUX
BPA3JIMBOCTEH BHSBICHO, NMPHIMAIOTh PIMICHHS IOJO iX BHIIPABIECHHS. 32 YMOBHW TNPHHHATTS
pilleHHs TpPO BHIIPABJICHHS MICIsA MPOBEIEHUX 3MIH IPOBOASTH IOBTOPHE CKaHyBaHHS M
MOPIBHSIHHSI PE3YJIbTaTIB.

BucHoBku. 3a0e3neueHHsT KOHTPOJIO KiOep3axucTy BeO-calTy B 3aKiiajaX BHILNOI OCBITH
3a3BUYall Mae HECUCTEMHHUH XapakTep, TOMY 3alpOIOHOBAaHA B Mpalli METOJ0JIOris TeCTYBaHHs Ha
MPOHMKHEHHS MaJla Ha MeTi o0’emHatu naBa acmnektd. [lo-mepiie, BOHAa IOCUTH TMpocTa W
CKJIaJIa€ThCSl BCHOTO 3 TPhOX €TamiB (mepiuuii — 30upanHs iHpopmarii Ta il aHani3yBaHHS; JPyruil —
TECTYBAaHHS K€PYBaHHs KOH(QIrypalli€lo Ta TECTyBaHHsS KepyBaHHs CECIIMU; TPETid — 3BITYBaHHS U
NepeBeIeHHs] CUCTEMHM B TOYaTKOBUM craH). [lo-apyre, ans CKOpOYeHHs 4Yacy Ha IMpPOBEACHHS
NIEPIIOTo €TaIly B HAaJAIITyBaHHIX CKaHepa BPa3IMBOCTEH (y Mpaili MPOMOHYIOTh BUKOPUCTOBYBATH
OWASP ZAP), sk 3acBiI4MIN JOCITIJKEHHSI HAa BPa3JIMBOCTI BeO-CaliTiB MPOBIHUX YHIBEPCUTETIB
VYkpainu, Tpeba CKOHIICHTPYBATHCS Ha TaKUX BPa3IMBOCTIX, sk X-Frame-Options Header Not Set,
Absence of Anti-CSRF Tokens, Cookie No HttpOnly Flag, Cross-Domain JavaScript Source File
Inclusion, Incomplete or No Cache-control and Pragma HTTP Header Set, Web Browser XSS
Protection Not Enabled ta X-Content-Type-Options Header Missing.
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Bapsionn A. U.
METOJOJIOTUSI TECTHPOBAHUSI HA TIPOHUKHOBEHHME BEB-CAWTA
BBICHIEI'O YYEBHOI'O 3ABEJEHUS

B cmamve paccmompena npobrema Kowmpons kavecmea Kubep3awumsl Cauma GblCuLeco
YuebH020 3a6edeHusi nymem UCNOb30BAHUS MEXHOJI02ULl MeCmuposanus Ha npoHukHoseHue. Ha
OCHOBE AaHANU3A COBPEMEHHBIX MemOOON02Ull MeCmMUpo8aHUus HA NPOHUKHOBEHUE NPeON0N’CeHa
MemoO0ono2us, COCMOAWAs U3 mpex 9manos (nepsviii — coOop uHgopmayuu u ee aHamu3, 6Mopou —
mecmupoganue ynpasieHus Kougueypayueu u mecmupoearue YnpasieHus ceccusimu, mpemutl —
dopmuposanue omuema u nepesoo cucmemvl 8 UCXOOHOe cocmosinue). Pezynbmamer ucciedosanuti
MUNUYHBIX  YA36UMOCMEl Ol CAUmo8 YVHUBEPCUMemos YKpauHvl NO360IUNU  02PAHUYUMb
B03MOJCHYIO NOBEPXHOCMb AMAKU, YMO YCKOPUM NOUCK U AHATU3 VA38UMOCMEN HA NepeomM dmane
npeonazaemou Memoooo2uu.

Knroueewle cnosa: mecmuposanue na nponuxHosenue, eeo-cavm, OWASP, OWASP ZAP.

Barybin O.

AGILE SOFTWARE DEVELOPMENT METHODOLOGY SCRUM QUALITY MODEL
The article considers the problem of quality control of a higher educational institution website

cybersecurity by using penetration testing technologies. Based on an analysis of modern

penetration testing methodologies, a three-stage methodology is proposed (1 collecting and

analyzing information, 2 testing configuration management and testing session management, 3

generating a report and resetting the system). The results of studies of typical vulnerabilities for
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Ukrainian universities web-sites made it possible to limit the possible attack surface, which would
speed up the search and analysis of vulnerabilities at the first stage of the proposed methodology.
Key words: penetration testing, web-site, OWASP, OWASP ZAP.
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Rozbytska T., Sukhenko V., Miedviedieva N.

THE EFFECTIVE WASTEWATER TREATMENT FOOD PROCESSING AND
AGRIBUSINESS

The proposed sewage treatment process using ozone carried out in bubblers in
countercurrent motion of phases.
Key words: Ozone, phase, the apparatus, the intensification, the process.

Formulation of the problem. In the processing industries of the agro-industrial complex,
where in the cost of production the share of material and energy costs is more than 80%, the
importance of reducing the material consumption becomes especially urgent. This can be achieved
thanks to the wide introduction of non-waste technologies, the integrated use of raw materials and
secondary resources in combined production. Another important aspect of the problem is ensuring
the ecological safety of food production plants, eliminating the harmful effects of waste on the
environment. The food industry belongs to the most material-intensive industries, therefore the
rational use of raw materials is especially important. The problem of waste disposal is one of the
most important issues faced by food industry enterprises.

Every year the pollution of the natural environment increases. Food processing and
agribusiness companies by its emissions significantly affect the water environment and air.

Analysis of recent research and publications. Famous domestic and foreign scientists have
devoted considerable attention to research on the effective treatment of water from processing and
food enterprises. However, despite the presence of a large number of scientific studies on this issue,
some aspects of modern sewage treatment using ozone are still not well-researched, which have an
important scientific-theoretical value and practical value.

The purpose of the article. To estimate the state of sewage of processing and food
industries, and the proposed sewage treatment process using ozone carried out in bubblers in
countercurrent motion of phases.

Presentation of the main research material. A promising method of water treatment is an
ozonation. Ozone eliminates bad tastes and odors, oxidize soluble organic compounds and provides
a fast and reliable disinfection and improves organoleptic properties of water. The ozone promotes
oxidation and causes the precipitation of iron and manganese, precluding the colour of water.

Thus, the universal nature of ozone makes it promising for water treatment and sewage
treatment of the enterprises of processing and food industry. However, the wide practical use of
ozone is constrained by insufficient study of the process and the lack of high performance of the
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