Facial Recognition and Al

Facial recognition software allows government bodies such as the police to use
artificial intelligence to match a face with an identity. Facial recognition
software can be used within CCTV cameras to help identify specific individuals.
Facial recognition can identify people by measuring dozens of distinguishable
features on the face. There are two key steps to this:

(1) Facial recognition software reads the shape of the face captured by the
photo/video to create a unique code or ‘faceprint’

(2) Faceprints are compared with those on a watchlist and a computer ranks
likely matches. These matches are then verified by a human.
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Case study- Metropolitan Police in London using Al

February 2020, the Metropolitan Police service in London used facial
recognition cameras at the doors of a shopping centre to help try and identify
wanted criminals. Each passer-by was scanned and checked against a watchlist

of 5,000 biometric profiles of people wanted for serious crime. Around 20 police |

staff were involved in the operation as well as police van that contained the
cameras as computers. Signs outlined that ‘there is no legal requirement to pass
| through the system’. No one was stopped because of the facial recognition
software.
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Does it work?

- Research showed that 93% of people stopped during all 10 trials by the
London police force were wrongly identified.

- A study also suggested that this use of Al was accurate in just 19% of cases.

- Using alternative facial recognition software, Apple have successfully used
software to allow consumers to unlock their phones using facial recognition
software.

- Amazon’s ‘Rekognition’ software can identify as many as 100 people in a
single image and can perform face match against a database of tens of millions
of faces. However, this facial recognition technology incorrectly identified 28 US
politicians as people wanted for crimes!

Questions to think about

(1) What are some of the negative
consequences of using facial recognition?

Police and facial recognition
(2) Can you think of any positive uses of facial

Scan the QR code to see how the police in recognition? Have you used any?

London are using Al technology to help fight
crime.

(3) Can you think of ways in which Al software
needs to be improved to further enhance facial
recognition software?




